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INFORMATION PAPER

SUBJECT:  Common Access Card (CAC)

1.  PURPOSE.  To provide information on the CAC (New Military ID Card).

2.  BOTTOM LINE.  The Deputy Secretary of Defense directed the Military Services to implement smart cards in the form of a CAC by October 2002 for initial issuance to Active Duty, USAR/ARNG, DOD employees and selected DOD contractors.

3.  DISCUSSION.

     a.  The CAC is designed to accomplish several functions.  In addition to replacing the existing DOD identification card (copy attached at slide), it will also serve as the device to allow physical access to buildings, entry to controlled spaces such as kasernes (PONDS could employ scanners to take advantage of the CAC identify verification certificate), and access to computer network/systems.  The CAC will serve as the primary platform for the Public Key Infrastructure (PKI) for email encryption and signature.  It will also automate many paper-based processes (OERs, NCOERs, Awards, Civilian Appraisals) through the electronic signature capability allowed by the biometric (fingerprint).  CAC will eventually allow holders to do a range of processes from such things as verifying eligibility for medical benefits to recording dining facility privileges (eliminating headcounters).  As the technology matures, the CAC is envisioned to perform more functions such as weapons issuance control, personnel deployment preparedness, and perhaps medical records keeping, all which will enhance process effectiveness.  

     b.  CAC testing is a two-part process:  the Beta Test and Beta II Test.  B/510th PSB in Heidelberg is the U’R test site for the Beta and Beta II tests.  A/510th PSB in Mannheim will serve as an additional Army site for Beta II.  Heidelberg conducted their Beta Test on 27 February-12 March 2001.  The purpose of the Beta Test was to determine issues associated with CAC issuance and acceptance by supporting agencies and other entities (i.e., foreign governments).  During the Beta Test, 67 CACs were produced.  Fifty successfully encoded with three certificates (CAC has three certificates:  identification; email encryption; and email signature).  Concerns noted during the Beta Test included lack of advertising by Department of State (DOS) and Immigration Naturalization Services (INS) with the host nation, date of birth not included on most civilian types of U.S. ID and Privilege Cards (SOFA issue), extra time required to issue the card (up from 5 minutes to 15 minutes), connectivity, quality of the card stock, and access to update the organ donor field (currently a TRICARE-only access field).  Due to worldwide connectivity problems with the middleware, CAC issuance overseas is currently on hold until the software issue is resolved.  Once online, Heidelberg will resume and Mannheim will begin CAC issuance.  The Beta II Test, which focuses on the email encryption application, is scheduled to take place 4-29 June 2001.

     c.  The CAC fielding to the remainder of the theater is projected to begin in May/June.  Expect U'R will need six months to complete the fielding.    
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