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Remember to report the 4Ws

Who, what, when, and where.

Safer neighborhoods are a SNAP!m  
Promote safe and secure environment

Report abandoned cars, graffiti, vandalism

Observe your surroundings

Teach others to be aware

Emphasize good crime prevention habits

Commonsense when off-duty or traveling

Talk to your neighbors and get to know them.

Find out more about SNAP at
www.hqusareur.army.mil/opm/SNAP.htm





Any suspicious incidents: Call the Military Police at DSN 114





POSTAL THREAT AWARENESS





Any suspicious incidents: Call the Military Police at DSN 114
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THIS DIRECTORY IS NOT COMPLETE UNTIL YOU HAVE FOUND OUT THE FOLLOWING:





Local Military Police Station





Civilian Number:      ............................................................…...............





Mil Number:             ..............................................................................





Local Military Intelligence Section 





Civilian Number:          ..........................................................................





Mil Number:                ...........................................................................





Civilian Authorities 





Host Nation Police (In Emergencies):        .......................................….








DSN Emergency Numbers�
�
Medical �
Fire �
Military Police �
�
116 �
117 �
114 �
�



Civilian Emergency Numbers�(From Civilian Phones)�
�
 �
Fire �
Medical �
Police �
�
Belgium�
100 �
100 �
101 �
�
Germany�
112 �
110 �
110 �
�
Italy�
115 �
--- �
112 �
�
Netherlands�
112 �
112 �
112 �
�






INTRODUCTION 


1. The Threat of terrorism is one that we all must strive to guard against. During the 1970's, 80's and 90's there were numerous terrorist attacks against U.S. personnel and dependents in Europe. Terrorists have repeatedly shown a desire to use violence to achieve their aims. The recent terrorist atrocities in Washington and New York indicate the Threat is broader and less predictable than it has ever been in the past. 


2. G2 Staffs and Police agencies are constantly reviewing the Threat to the USAREUR community. Through SNAP, the community is made aware of the most appropriate countermeasures that all of us should adopt. This guide builds upon these countermeasures and is intended to supplement the security warnings personnel receive through their chain of command. This guide provides generic practical advice for soldiers, their dependents and those civilians who work for the military. By following the advice in this pamphlet and, by making small changes to your lifestyle, you will significantly reduce your potential for becoming the victim of a terrorist attack. 


3. Increased vigilance will help you to reduce the Threat of a terrorist attack and ensure that, as a community, we can continue to live life as normally as possible. Read this guide and you will realize that there is a great deal that you can do with only minimal inconvenience to safeguard your personal security. You are strongly advised to ensure that your dependents read the guide as well. Together we can minimize our vulnerability. 


4. Finally, do not become complacent because of an apparent lull in terrorist activity - they will be watching and waiting. Do not assume that security is someone else's responsibility: It's your life and the lives of your family and friends. 











READ ON...








FORCE PROTECTION CONDITIONS





A Chairman of the Joint Chiefs of Staff-approved program standardizes the military services' identification of and recommended responses to terrorist threats against U.S. personnel and facilities. This program facilitates interservice coordination and support for antiterrorism activities and is called FPCONs. 





There are four FPCONs above normal:  





FPCON LEVEL�
WHAT IT MEANS�
�
FPCON ALPHA�
This condition applies when there is a general threat of possible terrorist activity against personnel and facilities, the nature and extent of which are unpredictable, and circumstances do not justify full implementation of FPCON BRAVO measures. However, it may be necessary to implement certain measures from higher FPCONS resulting from intelligence received or as a deterrent. The measures in this FPCON must be capable of being maintained indefinitely.�
�
FPCON BRAVO�
This condition applies when an increased and more predictable threat of terrorist activity exists. The measures in this FPCON must be capable of being maintained for weeks without causing undue hardship, affecting operational capability, and aggravating relations with local authorities.�
�
FPCON CHARLIE�
This condition applies when an incident occurs or intelligence is received indicating some form of terrorist action against personnel and facilities is imminent. Implementation of measures in this FPCON for more than a short period probably will create hardship and affect the peacetime activities of the unit and its personnel.�
�
FPCON DELTA�
This condition applies in the immediate area where a terrorist attack has occurred or when intelligence has been received that terrorist action against a specific location or person is likely. Normally, this FPCON is declared as a localized condition.�
�



For more information, see DODI 2000.16, dated 14 Jun 01


ANONYMITY


5.  Anonymity is our best defense against terrorist attack when off duty. Outside military bases, particularly where you live, make it as difficult as possible for anyone to identify you as being a member of the U.S. military community. 


a. It is recommended that you do not wear uniform when driving outside barracks unless in a recognized military vehicle e.g. tactical vehicle. 


b. Do not wear uniform or mixed dress when off post. 


c. Avoid dressing in civilian clothes that are easily identifiable with the services, e.g. unit sweatshirts. 


d. If your quarters are located within the civilian community, do not leave items such as military moving boxes, etc in areas where they may be visible to members of the public. Do not hang items of military uniform on the washing line. 


e. Endeavor to learn enough of the local language to reply to simple questions and to order items in shops, restaurants or bars. 


f. Don't have your rank printed on checks or credit cards. 


g. Don't have your name and address entered in the civilian telephone directory (notify your phone provider that you are military and want to be ex-directory). 


h. Do not use your rank when booking tables in restaurants, or booking air, ferry, train or hire car reservations. 


j. Do not establish routines that make you an easy target.








BE UNPREDICTABLE.








SECURITY AT HOME


6.  The terrorist will reconnoiter his target. If a house or area is seen to be secure with all the occupants/inhabitants carrying out Personal Security drills, it is likely that the terrorist will be deterred from making an attack. 


Doors & Windows 


7.  Carry out the following security drills for both off-post and on-post quarters: 


a.  Do not have your rank, name or unit marked on your doorbell. 


b.  When answering the door at home, try to check who is there by observing through an adjacent window. Always use the door chain and optical viewer when answering the door 


c.  Close curtains prior to turning on lights at night. The presence of net curtains will prevent people from looking into your house/apartment during daylight. 


d.  Make a safety check each evening and morning to ensure that all doors and windows are locked. 


Lighting 


8.  Enough lighting outside during hours of darkness may act as a deterrent. The following points should be considered: 


a. At least one 'courtesy’ light should be left on in the area of the front door during the hours of darkness. 


b. The hall light should not be lit when answering the front door. 


Telephone 


9.  Where possible, always position your telephone at a point where you cannot be observed through doors or windows, also: 


a. Consider a bedside extension. 


b. Do not answer with your rank and name. Ensure your children are aware of correct and secure telephone answering procedures. Discourage younger children from answering the telephone. 


c. If your telephone is out of order, report it at once. 


d. Emergency numbers should be listed next to your telephone. See page 1. 


Key Care 


10.  Keep a strict check on your house keys. Never leave a key under the mat, in the letterbox or in any other obvious hiding place. 


Visitors 


11.  You are at risk when answering your door, particularly at night. Very late callers should be treated with suspicion. 


Garden and Garage 


12.  Paying attention to the security of the area around your quarters will also help you deter the terrorist. 


a. The cleaner and tidier the areas around your quarters are, the easier it will be to spot unusual or suspicious objects. 


b. Keep your garages and sheds locked at all times. Check doors and windows first thing in the morning for signs of forced entry. If you find such signs, contact the local military police for assistance. 


c. Trash cans should, if possible, be kept in an enclosed area or an area well away from the house. 


d. Periodically check the area around your house. 


e. If you are intending to leave your quarters for any length of time, inform the military police and consider leaving a spare key either at the police station or with a neighbor. 


f. Communities should support their local SNAP. Increased vigilance by soldiers and dependents should ensure that any suspicious activity will be reported immediately. 














Postal Deliveries 


13.  Terrorist groups have conducted postal bomb campaigns from time to time, and, recently, a spate of Anthrax attacks via letters and parcels. The following advice will help you avoid the risk of attack and give you some appropriate action to take, should you become suspicious: 


a. Have all your private and personal mail, which may connect you with the U.S. Forces, addressed to your unit. Use the APO system. 


b. When mail has to be sent to a private address, DO NOT include rank in the address or any other marking which will associate you with the forces. 


c. Dispose of any mail that indicates your service connections as if it were RESTRICTED material - use the unit trash containers for such envelopes and packing material. 


Postal Bombs 


14. These may be sent in envelopes no thicker than ¼ inch or in packages and parcels. REMEMBER - they are made to explode on opening - so look for any suspicious features first. In particular note, 


a. Postmark - do you normally receive letters from that town? 


b. Writing - do you recognize it? 


c. Address - is it correct and in the form you normally supply to your regular correspondents? 


d. Weight - is it excessive for its size? 


e. Holes. 


f. Stains or greasy marks - made by sweating explosives. 


g. Balance - is it even? 


h. Smell - some explosives have an aroma of marzipan or almonds. 














ACTION TO BE TAKEN 


Letter / Parcel Bomb 


15.  If you are suspicious of any letters, parcels or packages:


DO 


a. Place the item in an open space, on a flat surface as far as possible from the house. If that is not possible, put the package in a room, close to the door of the building. 


b. Clear the area of all persons. 


c. Call the Military Police. 


DO NOT 


a. Bend the envelope or package. 


b. Open the letter or package. 


c. Place in water.


Any threatening, insulting or crank letters and envelopes - whether anonymous or not - should be passed to the Military Police. 


























Biological / Chemical Attack 


16.  These may be sent via envelopes, parcels or packages. Look for the following tell-tale signs: 


a. As for a postal bomb, i.e. the postmark, writing, etc., or any letter which has come unexpectedly, or by unusual means, e.g. hand delivered. 


b. Look - are the seams fully sealed, creating an airtight package?


c. Powder/Dust - is there any emanating from the package? 


d. Smell - unusual / strange smell? 


e. Touch - does the package feel as if it has powder or liquid inside it?


ACTION TO BE TAKEN 


17.  Biological / Chemical Package


DO 


a. Isolate package if possible by placing in a sealed container, e.g. plastic, sealable bag, then place in another plastic, sealable bag, i.e. double seal the package. 


b. Close all doors and windows. 


c. Switch off air-conditioning and fans. 


d. Evacuate the building/house, and keep a record of all those present for future treatment if required. 


e. Call the Military Police. 


DO NOT


a. Open the envelope or package. 


b. Squeeze/bend the envelope or package. 


c. Smell/sniff the envelope or package. 


Deliveries and Vendors 


18.  Points to consider when dealing with deliveries to your quarters: 


a. Do not accept presents or parcels from unknown persons. 


b. Discourage the leaving of parcels or bags on windowsills or at doors.


c. Check all deliveries carefully before accepting them and question the person delivering them until you are satisfied. 


d. Do not allow suppliers to enter your home. 


e. Give clear instructions to all members of the household on the above points. 







































































Children 


19.  The following advice is given in respect of the younger members of the household:


a. If they are old enough, explain the current situation to them - they can act as an additional set of eyes and ears. Encourage them to report suspicious incidents to you. 


b. Teach them, as soon as they are able to learn, when and how to alert the police or a neighbor. 


c.  Caution teenagers against the dangers of meeting unknown persons, or passing on details of any military connection while on the Internet. 


d.  Discourage children from answering the door, especially during hours of darkness. 


e.  Do not allow younger members of the family to open mail. 


f.  Young children should be discouraged from answering the telephone. Teenagers should be shown how to answer the phone correctly and securely. 


g.  Employ only mature and responsible baby-sitters in whom you have complete trust. Ensure they are well acquainted with the door opening procedures and that they know where you can be reached and where the emergency telephone numbers are located. 





SECURITY AWAY FROM HOME


Traveling in General 


20.  Dangers are greatest when you leave your home. Be alert at these times. The following points should be borne in mind: 


a. Avoid ROUTINE when leaving home and returning. Times and routes should be varied in both directions. 


b. Make a visual check of the street and driveway prior to leaving your quarters. 


c. Look out for suspicious vehicles (stationary or moving). 


d. If you do not have a secure parking area, check your vehicle. 


Follow the guide on page 17. 


e. Remain alert at all times, even if you are a passenger. 


f. If you think you are being followed: 


Try to obtain a description of the person(s) and vehicle including license plate number. Use the guides on page 18 & 19 as a reminder. 


Proceed directly to a military installation, fire station, gas station, other open business or police station to get help. Do not allow potential terrorists to follow you home. 


While you are away


Leave shades, blinds, and curtains in normal positions. And don't let your mail pile up! Call the post office to stop delivery or have a neighbor pick it up.


Create the illusion that you're at home using trusted neighbors or timers that will turn lights on and off in different areas of your house throughout the evening. Lights burning 24 hours a day signal an empty house.


Don’t advertise that you will be gone. Give the information only to people who need to know.


Never leave a message on your answering machine that indicates you may be away from home now, say "I'm not available right now."


Walking 


21. Avoid poorly lit or isolated areas, be alert to your surroundings and be prepared at all times. If you think someone is following you, switch direction or cross the street. Walk toward an open store, restaurant, or lighted house.


Don't wear shoes or clothing that restrict your movements.


Have your car or house key in hand before you reach the door. 





By Car 


22.  When traveling by car the following points should be considered: 


a. All car doors should be locked and windows opened only far enough for ventilation. 


b. When moving off, look out for any threat from vehicles parked ahead of you and look in your mirrors for vehicles following you. 


c. Keep your distance from the vehicle in front, in order to allow room for maneuver. 


d. Do not give rides to strangers. 


e. At traffic lights, leave enough room for maneuvering and judge approach speed to avoid stopping. 


f. If something suspicious appears to be taking place on the road ahead, STOP and turn before it is too late. Beware of the ‘Accident Scene’ that may be a fake. 


g. Discourage official drivers of civilianized non-tactical vehicles from wearing uniform off-post. 


h. If being chauffeured, change your position in the car, occasionally sit in the front seat. 


j. Do not leave your car unattended if at all possible. On return check it. 


k. Always be vigilant and aware of things around you, even if you are a passenger. 


l. In your local area, find out the locations of hospitals, Police stations and military installations. 


Other Means of Travel 


23.  Whatever your method of transport you should always be on your guard: 


a. On a train, you are safer in a corridor coach or shared compartment. Travel in civilian clothes.


b. Baggage should be kept locked and within sight.  Don’t carry bags that are obviously military issue.


c. If luggage has to be surrendered, ensure that it is identified correctly before opening it, and also that it has not been tampered with. 


d. When traveling by ferry, keep your eyes and ears open and report anything that you deem suspicious. 


e. Think twice before using a taxi that is not in a recognized taxi stand. Avoid sharing a taxi with anyone unknown to you. 


Off Duty Activity 


24. It is a fact that whenever you go into town, you are able to identify service members without difficulty purely by their dress and mannerisms. Personal Security awareness should become just like any other drill, even when off duty, make Personal Security part of your everyday behavior: 


a. Be anonymous. 


b. Look at yourself and your companions whenever you are in civilian clothes. 


c. Avoid using the same pubs, discos and restaurants on a regular basis. 


d. Avoid loose talk that will identify you as military. 


e. If out in a group, have your designated driver act as a watchman, looking out for suspicious persons observing your group. 


f. Do not use the same route and time for your run or routine exercise. Vary the timings of your sporting activities, e.g. visits to golf clubs, tennis and squash courts. 








Internet Use 


25. The Internet is a valuable tool for research. Sadly, this includes terrorists, criminals and others. Terrorists have always been able to use electoral registers, phone books and newspapers for targeting, but in the past this meant spending time in the local area, thus increasing risk of discovery. Through commercially available software and the Internet, they can now access such data more efficiently, and with less risk of discovery.


This is why we must be more careful about what personal details we disclose in publicly accessible data, including unofficial or semi-official websites, newsgroups and message boards with a military theme.


Active-duty soldiers frequent many of these and give little or no thought to security when creating or contributing to them. In many cases, it is possible to target an individual from the data available. Regulations do not allow units or individuals to create unofficial Internet sites, but the rule is often ignored. 


It is just as important to be careful with information stored on home PCs. Hackers, crackers and "script-kiddies" spend their time trying to illegally enter other PCs via the Internet. Once in, they have access to every single file, including personal and financial information if it is stored there, and embarrassing or protectively marked documents. Similarly, viruses are prevalent, some with the capability to randomly select documents or images from a hard drive, and send them using your name to everyone else in your address book, or post them to a newsgroup. Both of these threats can be minimized by using a good quality firewall, up-to-date anti-virus software, and by not using a home PC for official or sensitive work. 





VEHICLE SECURITY


Vehicle security tips: 


26.  Do not display anything obviously American, such as uniform, USAREUR road maps, English language children’s toys or games, U.S. stickers or newspapers, on view in the car.


a. Where possible avoid using the same gas station and be discreet with your AAFES fuel coupons. 


b. Keep your car in good running condition. Make sure there's enough gas to get where you're going and back. 


c. Always roll up the windows and lock car doors, even if you're coming right back. Check inside and out before getting in. 


d. Avoid parking in isolated areas. Be especially alert in lots and underground parking garages. 


e. If you think someone is following you, don't head home. Drive to the nearest police or fire station, gas station or military installation to get help.


Under Vehicle Booby Traps (UVBTs) 


27.  An UVBT is usually a simple device that can be swiftly placed. An UVBT can easily be detected by a simple routine inspection of your vehicle: 


a. Common places for UVBTs are:


On the ground underneath the car.


In front of or behind the wheels. 


Wheel wells. 


Underneath the chassis, check transmission shaft cavities.


Around the exhaust pipe.


On top of the wheel. 


Underneath or behind a seat.


Hood and gas cap area. 


b. Do not take it for granted that the car is as safe as you last left it. Develop the habit of checking your car before you open it. 


c. Carry a flashlight to check your car at night. 


d. Keep your car in a locked garage at home whenever possible. 


e. If no garage is available, park in a well lit area in public view. 


















































HOW TO SEARCH YOUR VEHICLE





FOUR STEPS TOWARDS LIVING LONGER














































































































DON’T RISK YOUR LIFE AND YOUR FAMILY’S LIVES FOR THE SAKE OF THREE MINUTES!


VEHICLE DESCRIPTIONS


Use S-C-R-I-M, the SCRIM Method: 





S is for SHAPE - Is it sedan, hatchback or station wagon? 


C is for COLOR - Keep it basic! Red, green, blue? 


If it is metallic, then say so. 


R is for REGISTRATION - Report as much of the license plate number as possible - but report accurately! 


I is for IDENTIFYING FEATURES - What makes the car stand out? Aerials, spotlights, stickers or any body damage. 


M is for MAKE/MODEL - Use basic descriptions - Ford Fiesta, BMW, VW Golf etc. 














OTHER DETAILS 


28.  When reporting suspicious activity, also remember: 





Street / Road Name. 


City / Town / Location. 


Date and time of the suspicious activity. 


Direction of suspect vehicle or person leaving the scene. 








PERSONNEL DESCRIPTIONS


Use the A to H Method 


A is for AGE 


Try and give ages in brackets of 4 Years - such as 20-24 or 28-32. However, reports such as early, middle or late 20's (for example) are also acceptable. 


B is for BUILD 


Is the person slim, fat or athletic? 


C is for CLOTHING 


Be logical. Start from the head and work down. Think of hats, jackets, sweaters, trousers, skirts and type of shoe. 


D is for DISTINGUISHING FEATURES 


Does anything make the person stand out? Scars, earrings, tattoos etc. 


E is for ELEVATION 


The height of the person. Use your own height as a comparison. 


F is for FACE 


Is it long or rounded? Are there any features such as beard, glasses or scars? 


G is for GAIT 


How does a person move? Does he or she march or slouch? Is there a limp? 


H is for HAIR 


Use basic colors - brown, black or blonde.    Is it highlighted? Describe the style - straight or curled? And the length - collar, crew cut or long. 











BAD EXAMPLES�OF THE OFF-DUTY UNIFORM
























































REPORTING PROCEDURES 


28.  By working together to project a clear image of a security conscious community we will, without doubt, deter and frustrate the terrorist. After all, is a terrorist likely to plant a device if there is a good chance it will be found or plan an attack when he is not sure of the target's movements? 


29.  Our best defense against terrorism is vigilance. Whether a dependent or employed by the military, on or off duty, anything you deem suspicious should be reported immediately to: 


USAREUR Crimeline





ON-POST: DSN 114


Your Police Hotline 24 hours a day


From on-post housing, dial the Civ-to-Mil prefix plus 114











Any suspicious incidents: Call the Military Police at DSN 114
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Any suspicious incidents: Call the Military Police at DSN 114





�





�





ARE YOU IDENTIFIABLE AS A MEMBER OF THE MILITARY?
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ARE YOU IDENTIFIABLE AS A MEMBER OF THE MILITARY





�
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Any suspicious incidents: Call the Military Police at DSN 114
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Any suspicious incidents: Call the Military Police at DSN 114
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Any suspicious incidents: Call the Military Police at DSN 114
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1. Check vehicle from a distance. Is anything suspicious?





1





2.  Check underside of vehicle, wheel wells and above exhaust system





�





�





�





�





3.  Check vehicle for signs of forced entry and check inside the vehicle





4.  Open hood and trunk, then search inside.





KEEP IT BASIC UNLESS YOU ARE POSITIVE ABOUT SPECIFIC DETAILS





�





�





�





�





Short hair with baseball cap





Military jacket





Blue jeans





Desert boots





Short haircut and Stetson





US sports shirt





Personal


Security Guide





Safe Neighborhood Awareness Program tips on protecting yourself against terrorism





Combat boots





Ultra-short haircut





Ethnic shirt





Loud shorts


(worn in winter)





Trendy flip-flops





Use this figure to draw what you think is typical bad off-duty clothing
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Any suspicious incidents: Call the Military Police at DSN 114
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Any suspicious incidents: Call the Military Police at DSN 114
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Any suspicious incidents: Call the Military Police at DSN 114
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Any suspicious incidents: Call the Military Police at DSN 114
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Any suspicious incidents: Call the Military Police at DSN 114
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Any suspicious incidents: Call the Military Police at DSN 114
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Any suspicious incidents: Call the Military Police at DSN 114
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Any suspicious incidents: Call the Military Police at DSN 114
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Any suspicious incidents: Call the Military Police at DSN 114
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Any suspicious incidents: Call the Military Police at DSN 114
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Any suspicious incidents: Call the Military Police at DSN 114
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Any suspicious incidents: Call the Military Police at DSN 114
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Any suspicious incidents: Call the Military Police at DSN 114
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Any suspicious incidents: Call the Military Police at DSN 114
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