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Safer neighborhoods are a SNAP!m
Promote safe and secure environment

Report abandoned cars, graffiti, vandalism

Observe your surroundings

Teach others to be aware

Emphasize good crime prevention habits

Commonsense when off-duty or traveling

Talk to your neighbors and get to know them.

Find out more about SNAP at www.hqusareur.army.mil/opm/SNAP.htm

SNAP Brochure 3
July 1, 2002


Protecting Your Private Information 


E-mail, the Internet, automated teller machines (ATM), computer banking, long distance carriers, even credit cards make our lives more efficient. However, as our lives become more integrated with technology, keeping our private information confidential becomes more difficult. Electronic transactions can leave you vulnerable to fraud and other crimes. Following a few simple tips can help keep your code from being cracked. 


Cyber Cons 


The bottom line to protecting your private information is to be constantly cautious and use common sense. The old adage is still valid today, “If it sounds too good to be true, it probably is.”


Internet fraud often consists of scams that con artists have been using for years - only now they have a new medium and new victims to exploit. Here are some tips to help you navigate safely through cyberspace. 


Shop online only with companies you know. If you don't know a company, ask for a print catalog before you decide to order electronically. 


Use a secure browser that will encrypt or scramble purchase information. If you don't have encryption software, consider calling the merchant's 800 number, faxing your order, or paying with check. Or look for software that can be downloaded from the Internet for free. 


Never give anyone your bank account number, social security number, or other personal information that isn't absolutely needed to complete a transaction. 


Never give out your Internet password. Never. Your online provider will not ask for your password other than at first log-in. Change your password often and be creative! 


Make sure your children know to never give out their full name, address, or phone number. Parents can install software to block access to sites with distasteful or hazardous content and control access to chat rooms, news groups and messages from other subscribers. 


Find out more about protecting yourself from fraud at www.ncpc.org/1pro6dc.htm


Top Scams on the Internet


Pyramid schemes offering a chance to invest in an up-and-coming company with a guaranteed high return. You invest and must ask others to do the same. But when the pyramid collapses everyone loses-except the person at the top. 


Internet-related services that are not delivered, such as designing a Web site. Equipment that isn't delivered or is a lower quality than promised. 


Business opportunities or franchises that are represented as more profitable than they really are. 


Work-at-home schemes where individuals need to invest money in start-up services but don't earn enough money to recover the initial investment. 


Read about the top Internet scams� HYPERLINK "http://www.ncpc.org/" \l "stand" �� at www.ncpc.org/scams





A Word on Passwords 


Whether you are on the Internet or an online banking program, you are often required to use a password. The worst passwords to use are the ones that come to mind first--your own or your spouse's name, maiden name, pets' and children's names, even street addresses, etc. The best passwords mix numbers with upper and lowercase letters. A password that is not found in the dictionary is even better. There are programs that will try every word in the dictionary in an effort to crack your security. The weakest link in a security system is the human element. The fewer people who have access to your codes and passwords the better. Avoid breaks in your security by 


Changing your password regularly. 


Memorizing your password. If you have several, set up a system for remembering them. If you do write down the password, keep it at home or hidden at work. Don't write your password on a post-it note and stick it on your monitor or hard drive. 


Setting up a special account or setting aside a different computer at work for temporary help and other unauthorized users. 


If you have the option of letting your computer or a Web site remember a password for you, don't use it. Anyone who uses your machine will have automatic access to information that is password protected. 














Shopping in Cyberspace 


Ordering merchandise via the Internet is the way of the future. You can prevent problems before they occur by 


Doing business with companies you know and trust. If you haven't heard of the company before, research it or ask for a paper catalog before you decide to order electronically. Check with your state consumer protection agency on whether the company is licensed or registered. Fraudulent companies can appear and disappear very quickly in cyberspace. 


Understanding the offer. Look carefully at the products or services the company is offering. Be sure you know what is being sold, the quality being specified, the total price, the delivery date, the return and cancellation policy and all the terms of any guarantee. 


Using a secure browser that will encrypt or scramble purchase information. If there is no encryption software, consider calling the company's 800 number, faxing your order, or paying with a check. 


Never giving a bank account or credit card number or other personal information to anyone you don't know or haven't checked out. And don't provide information that isn't necessary to make a purchase. Even with partial information, con artists can make unauthorized charges or take money from your account. If you have an even choice between using your credit card and mailing cash, check, or money order, use a credit card. You can always dispute fraudulent credit card charges but you can't get cash back. 








Using ATMs, Long Distance Phone Services and Credit Cards 





Protect Your Personal Identification Number (PIN) 


The PIN is one method used by banks and phone companies to protect your account from unauthorized access. A PIN is a confidential code issued to the cardholder to permit access to that account. Your PIN should be memorized, secured and not given to anyone, not even family members or bank employees. The fewer people who have access to your PIN, the better. 


Never write your PIN on ATM or long distance calling cards. Don't write your PIN on a piece of paper and place it in your wallet. If your wallet and card are lost or stolen, someone will have everything they need to remove funds from your account, make unauthorized debit purchases, or run up your long distance phone bill. 


Protect Your Privacy and the Privacy of Others 


Be aware of others waiting behind you. Position yourself in front of the ATM keyboard or phone to prevent anyone from observing your PIN. Be courteous while waiting at an ATM or pay phone by keeping a polite distance from the person ahead of you. Allow the current user to finish before approaching the machine or phone. 














Protect Your ATM Cards 


An ATM card should be treated as though it were cash. Avoid providing card and account information to anyone over the telephone. 


When making a cash withdrawal at an ATM, immediately remove the cash as soon as the machine releases it. Put the cash in your pocket and wait until you are in a secure location before counting it. Never use an ATM in an isolated area or where people are loitering. 


Be sure to take your receipt to record transactions and match them against monthly statements. Dishonest people can use your receipt to get your account number. Never leave the receipt at the site. 


Protect Your Credit Cards 


Only give your credit card account number to make a purchase or reservation you have initiated. And never give this information over a cellular phone. 


Never give your credit card to someone else to use on your behalf. 


Watch your credit card after giving it to store clerks to protect against extra imprints being made. 


Destroy any carbons. Do not discard into the trashcan at the purchase counter. Keep charge slips in a safe place. 


Protect your purse or wallet, especially when traveling or in crowded situations. 


Save all receipts and compare them to your monthly statement. Report any discrepancies immediately! 


Keep a master list in a secure place at home with all account numbers and phone numbers for reporting stolen or lost cards. 


Lost or Stolen Cards 


Always report lost or stolen cards to the issuing company immediately. This limits any unauthorized use of your card and permits the company to begin the process of issuing a new card. 


Crime can be random. But there are steps that limit your chances of becoming a victim. Being aware of the threat of crime--and alert to what you can do to prevent it--will go a long way toward making your electronic transactions safe and private. 























Preventing Fraud 


It's not always easy to spot con artists. They're smart, extremely persuasive and aggressive. They invade your home by telephone and mail, advertise in well-known newspapers and magazines and come to your door. 


Most people think they're too smart to fall for a scam. But con artists rob all kinds of people - from investment counselors and doctors to teenagers and elderly widows - of billions of dollars every year. 





Just remember...


If it sounds too good to be true, it probably is.


















































You Can Protect Yourself! 


Never give a caller your credit card, phone card, Social Security, or bank account number over the phone. It's illegal for telemarketers to ask for these numbers to verify a prize or gift. 


Beware of 900 numbers. People who call 900 numbers to request instant credit often end up with a booklet on how to establish credit or a list of banks offering low-interest credit cards. Such calls can end up costing $50 or more, but consumers rarely end up obtaining credit. 


Listen carefully to the name of a charity requesting money. Fraudulent charities often use names that sound like a reputable, well-known organization such as the American Cancer Association (instead of the American Cancer Society). 


Ask for a financial report before you donate; a reputable charity will always send you one. 


Investigate before you invest. Never make an investment with a stranger over the phone. Beware of promises that include the terms "get rich quick," or "a once in a lifetime opportunity." 





Be a Wise Consumer 


Don't buy health products or treatments that include: a promise for a quick and dramatic cure, testimonials, imprecise and non-medical language, appeals to emotion instead of reason, or a single product that cures many ills. Quackery can delay an ill person from getting timely treatment. 


Look closely at offers that come in the mail. Con artists often use official-looking forms and bold graphics to lure victims. If you receive items in the mail that you didn't order, you are under no obligation to pay for them - throw them out, return them, or keep them. 


Be suspicious of ads that promise quick cash working from your home. After you've paid for the supplies or a how-to book to get started, you often find there's no market for the product and there's no way to get your money back. 


Beware of cheap home repair work that would otherwise be expensive, regardless of the reason given. The con artist may just do part of the work, use shoddy materials and untrained workers, or simply take your deposit and never return. 


Use common sense in dealing with auto repairs. One mechanic convinced a woman that she needed to have the winter air in tires replaced with summer air! Get a written estimate, read it carefully, and never give the repair shop a blank check to "fix everything." 






































Some Classic Cons 


Although con artists come up with new scams as times change, some classic scams never go out of style. Although these ploys have been in existence for many years, reports of people falling prey to them continue today.


The Bank Examiner 


Someone posing as a bank official or government agent asks for your help (in person or via the telephone) to catch a dishonest teller. You are to withdraw money from your account and turn it over to him or her so the serial numbers can be checked or the money marked. You do, and never see your money again. 


The Pigeon Drop 


A couple of strangers tell you they've found a large sum of money or other valuables. They say they'll split their good fortune with you if everyone involved will put up some "good faith" money. You turn over your cash and never see your money or the strangers again. 


The Pyramid Scheme 


Someone offers you a chance to invest in an up-and-coming company with a guaranteed high return. The idea is that you invest and ask others to do the same. You get a share of each investment you recruit. They recruit others, and so on. When the pyramid collapses (either the pool of new investors dries up or the swindler is caught), everyone loses - except the person at the top. 














Protect Yourself From Telemarketing Fraud 


Your best protection is to just hang up the phone. If you think that is rude, tell these callers politely that you are not interested, don't want to waste their time, and please don't call back - and then hang up. If you find yourself caught up in a sales pitch, remember the federal government's Telemarketing Sales Rule. 


You have to be told the name of the company, the fact that it is a sales call, and what's being sold. If a prize is being offered, you have to be told immediately that there is no purchase necessary to win. 


If the caller says you've won a prize, you cannot be asked to pay anything for it. You can't even be required to pay shipping charges. If it is a sweepstakes, the caller must tell you how to enter without making a purchase. 


You cannot be asked to pay in advance for services such as cleansing your credit record, finding you a loan, acquiring a prize they say you've won. You pay for services only if they're actually delivered. 


You shouldn't be called before 8 a.m. or after 9 p.m. If you tell telemarketers not to call again, they can't. If they do, they have broken the law. 


If you're guaranteed a refund, the caller has to tell you all the limitations. 


And remember, don't give telemarketers your credit card number, your bank account number, Social Security number - or authorize bank drafts - ever. 





Don't Let a Con Artist Rip You Off 


Many con artists prey on people's desires to find miracle cures for chronic conditions and fatal diseases. To outsmart these con artists, remember these tips:


If it sounds too good to be true, it probably is.


Don't let greed or desperation overcome common sense.


Get a second opinion.


Be wary of high-pressure tactics, need for quick decisions, demands for cash only, or high-yield, low-risk investments.















































If Someone Rips You Off 





Don't feel foolish. Reporting is vital. Very few frauds are reported, which leaves the con artists free to rob other people of their money - and their trust. 





When overseas, report con games to the local military police or security force station. Their personnel will be able to direct you to the appropriate agency.


When in the United States, report con games to the police, your city or state consumer protection office, district attorney's office, or a consumer advocacy group. If you suspect fraud, call the National Fraud Information Center at 800-876-7060, 9:00 a.m. to 5:30 p.m. EST. To find out more, visit www.fraud.org/. 


Find out more about frauds and cons at www.ncpc.org/1pro6dc.htm.  
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Protecting Your Private Information





A SNAP pamphlet on how to protect yourself against computer crime and fraud
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