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Safer neighborhoods are a SNAP!m
Promote safe and secure environment

Report abandoned cars, graffiti, vandalism

Observe your surroundings

Teach others to be aware

Emphasize good crime prevention habits

Commonsense when off-duty or traveling

Talk to your neighbors and get to know them.

Find out more about SNAP at www.hqusareur.army.mil/opm/SNAP.htm

SNAP Brochure 4
July 1, 2002


Keep a Low Profile in Europe


Criminal and terrorist acts against individuals usually occur outside the home and after the victim’s habits have been established. Be unpredictable. Vary your route to and from work and the time you leave and return home. Vary the way you dress. Don’t exercise at the same place and time each day, or on deserted streets or country roads. Don’t exercise alone. Let people know where you are going, what you’ll be doing and when you should be back.


When you go off-post in your free time, your dress, conduct and mannerisms should not attract attention. Make an effort to blend into the local environment. Avoid publicity and don’t go out in large groups. Stay away from demonstrations, civil disturbances and controversial meeting places. Patronize only reputable establishments but don’t frequent the same off-base locations and avoid known U.S. hangouts.


When buying a car, select a plain, local model and avoid the “Rich American” look. Do not display decals with U.S., unit or branch insignia and don’t display military gear in the back.


Traveling Tips


Prior to travel, ensure your Level 1 Anti-Terrorism Force Protection Training is current and ask your security officer for an AOR specific threat briefing.


Select an inside hotel room (away from the street-side window), preferably on the 4th – 10th floors


Know the location of the U.S. Embassy and other safe locations where you can find refuge or assistance.


Avoid using rank or military addresses on tickets, travel documents or hotel reservations.


When possible, travel on tourist passports.





Safeguarding Your Family


The following questions can be asked to help identify practices that may increase the likelihood that a DoD person or dependent will become a victim of a kidnapping or other terrorist act:


Head of Household


1.	Is your telephone number and address in local directories?


2.	Do you, your family members, or your domestic employees answer your telephone with your name and rank?


3.	Have you had a security check run on all domestic employees? Did you ask the Embassy to screen prospective employees' records?  Did you contact the local military police/counter intelligence office or local police to obtain pre-employment screening assistance?   


4.	Have you maintained a file on each household employee including the full name, address, description, date and place of birth, current photograph and a full set of fingerprints?


5.	Have outside fuse boxes/circuit breakers been modified so that they can be locked at all times unless access is specifically required?  


Family


1.	Have you adopted a family security program including duress codes and alarms, crime watch practices, and conscious efforts to avoid patterns in daily activities?


2.	Have all family members learned emergency telephone numbers?  Have they been able to memorize them?  Do all family members know how to summon police in the local language?  Do they carry cards with instructions on how to work local telephones and ask for assistance?


3.	Have emergency numbers been posted near each telephone?  Do these listings give away the nature of the family's assignment (home phone of senior personnel should not be listed, etc.)? Have all family members been given a sanitized phone list they can carry with them at all times?


4.	Do you have a system for keeping family members informed about each others whereabouts at all times?  Have you included a family duress or trouble signal as part of your family check-in system?


5.	Have you removed all symbols or signs from the outside of your residence indicating nationality, rank or grade, title, and name?


6.	Have you unnecessarily disseminated personal, family, and travel plans to casual acquaintances or domestic employees who do not need to know your personal schedule on an hourly or daily basis?


7.	Have you learned and practiced emergency phrases in the local language such as "I need a policeman, a doctor, help, etc."?  Have you written these down in transliteration as well as in the native language so you could show a 3 x 5 card to obtain assistance?


8.	Do you and your family members know how to work local pay telephones?  Does each family member carry a small quantity of money necessary and sufficient to operate local pay telephones at all times?


9.	Are residence doors and windows locked?  Have additional security devices been added to door and window locks to increase resistance to intrusion and penetration?


10.	Do you and your family members close draperies during periods of darkness?  Are the draperies made of opaque, heavy material that provides maximum privacy (and can reduce the distribution of glass shards in the event windows are broken)?


11.	Have you considered obtaining a dog to protect your house and grounds?  Have you considered geese as an alternative guard animal, if commonly used for that purpose in your area?


12.	Have you or your family members left a spare key in the mailbox or in a similar insecure place? 


13.	Do you have a private place to leave notes for family members or do you tack notes on the door for family, friends, criminals and terrorists to read?


14.	Have you developed a response plan for yourself and family members in the event that you suspect an unauthorized person is inside your home upon your return?  Does your plan emphasize the need to contact the police or the security office immediately and discourage personal investigation of the possible intrusion?  


15.	Do you or family members automatically open the residence door to strangers?  Do you or your family members use a peephole to identify callers?  Do you request to see and verify credentials from utility, service or other persons seeking to enter your residence?


16.	Do you or your family members admit polltakers or salespeople into your home? Are you aware of the presence of peddlers and strangers in your neighborhood?  Are your family members equally aware?  Terrorists are known to have gathered substantial information on their victims using these ruses.


17.	Have you and your family members reported frequent wrong numbers or nuisance telephone calls to the telephone company and the police? Have you considered that someone may be attempting to determine the presence of family members?


18.	Have you reported the presence of strangers in the neighborhood? Does it appear that someone or some group may be trying to gain an intimate knowledge of the your family's habits?


19.	Do you and your family watch for strange cars cruising or parked frequently in the area, particularly if one or more occupants remain in the car for extended periods?  Have you made a note of occupants, license numbers and province designators of suspicious vehicles?


20.	Do you discuss family activities or office plans with strangers or discuss them over the telephone?


21.	Do you mail letters concerning family travel plans from your house or office?  Are you sure that no one is intercepting your outbound mail, opening it, and then resealing it for delivery after collecting desired information enclosed in it?  


22.	Have you or family members accepted delivery of unordered or suspicious packages or letters?


23.	Have you personally destroyed all envelopes and other items that reflect your name and rank?


24.	Have you limited publicity concerning yourself and your family in local news media or on a personal web site?


25.	Do you and your family members shop on a set schedule?  Do you and your family members always shop and the same stores?  Do you and your family members always use the same routes to the office, to shopping, to school and to after-school activities?   


26.	Do you have a coordinated family emergency plan?  Have you ensured that all family members know whom to contact if they suspect another family member is in danger?  Have you reviewed protective measures with all family members?


27.	Have you made sure that each family member is prepared to evacuate the area quickly in the event of an emergency?  Do you know where all critical documents such as passports, visas, shot and other medical records are kept?  Are these current, and can you or other family members extract them from their secure storage place on very short notice?


28.	Do you find yourself in disputes with citizens of the host country over traffic, commercial transactions, or other subjects?  Have you or your family members precipitated any incidents involving host country nationals?





Children


1.	Have school officials been advised that children are not to be released to strangers under any circumstances?


2.	Have the children been instructed not only to refuse rides from strangers, but also to stay out of reach if a stranger in a car approaches them?


3.	Have you located the children's rooms in a part of the residence that is not easily accessible from the outside?


4.	Do you keep the door to your children's rooms open so that your can hear any unusual noises?


5.	Do you ever leave your children at home alone or unattended?


6.	Are you sure that the person with whom you leave your children is responsible and trustworthy?


7.	Are you sure that outside doors and windows leading into the children's rooms are kept locked, especially in the evening?


8.	Have you taught your children the following?


Never let strangers into your house.


Avoid strangers and never accept rides from anyone they do not know.


Refuse gifts from strangers.


Never leave home without telling an adult where and with whom they are going.


How to call the police.  


To call the police if ever you are away and they see a stranger around the house.


Where possible, walk on main thoroughfares.


Tell you if they notice a stranger hanging around your neighborhood.


Play in established community playgrounds rather than in isolated areas.


Give a false name if ever asked theirs by a stranger.


Schools


Have you asked schools attended by your children to:


Not give out any information on your children to anyone unless you specifically authorize them to do so in advance?  To avoid any kind of publicity in which students are named or their pictures are shown.


Not release a child to someone other than the parents without first receiving authorization from a parent.  


Allow children to call parents on the telephone in the presence of school officials before allowing an authorized release to actually occur.  (This practice provides protection against a kidnapper who calls and claims to be the child's parent.)


Call the police if any strangers are seen loitering around the school or talking to students. If such strangers are in a car, the teacher should note its make, color, model, and tag number and pass this information on to the police.


Have teachers closely supervise outside play periods.


Neighbors


1.	Have you met your neighbors?  Have you gotten them interested in maintaining and improving neighborhood security?


2.	Have you exchanged telephone numbers?


3.	Have you established some sort of system for alerting one another to trouble in neighborhood?


Strangers


1.	Have all family members been warned to keep strangers from entering the residence?


2.	Have all family members been instructed on the requirement that maintenance work is to be performed only on a scheduled basis unless a clear emergency exists?  Do you have procedures established on how to be contacted if a utility emergency occurs and maintenance personnel must enter your residence?  Do your family members know how to verify the identity of maintenance personnel?


3.	Have you and your family discussed the kind of assistance you can offer to a person who comes to your door claiming to be the victim of an automobile accident, a mechanical breakdown or some other kind of accident? Have you explained to your family that they can offer to call the police, the fire department, or an ambulance, but under no circumstances should they allow the victim into the residence?  


Family "Operations Security" Tips


1.	Do not place your name on exterior walls of residences.


2.	Do not answer your telephone with your name and rank; children should be instructed not to identify the name, title, or affiliation of the occupants when answering the telephone 


3.	Do not list your telephone number and address in local directories.


4.	Create the appearance that the house is occupied by using timers to control lights and radios while you are away.


5.	Personally destroy all envelopes and other items that reflect personal information.


6.	Safeguard financial records, credit card transaction slips and other materials that could be used to identify bank, credit card or brokerage accounts.


7.	Close draperies during periods of darkness. Draperies should be opaque and made of heavy material.


Don't let your trash become a source of information.


Restrict the possession of house keys. Change locks if keys are lost or stolen and when moving into a previously occupied residence.


Lock all entrances at night, including the garage. Keep the house locked even if you are at home


Do not draw attention to yourself. Avoid frequent exposure on balconies and near windows.


Be aware of the threat level – listen to local news reports.


Report all threatening phone calls to security officials.


Suspicious Packages


In the end, most suspicious packages turn out to have a harmless explanation or are hoax threats. However, U.S. personnel in Europe need to be aware of potential threats and these tips will help you recognize and safely handle suspect mail that could contain a bomb or biological threat. Here are some indicators that you may have a “Suspicious Article”:


Letter or package marked with unusual text or threatening message


Envelope with powder and powder spills out onto surface


Droplets of oily film or stains on envelope or wrapping paper


Unexplained or strange odors 


Packages with protruding wires


Mail received unexpectedly or from someone you do not know


Mail with excessive postage


Mail with handwritten or poorly typed addresses


Mail with misspellings of common words.


Mail addressed incorrectly, to someone no longer with your organization, or otherwise outdated


Mail with no return address, or one that can’t be verified as legitimate


Mail of unusual weight, given its size, or that is lopsided or oddly shaped


Mail marked with restrictive endorsements such as “Personal” or “Confidential”


Mail that shows a city or state in the postmark that doesn’t match the return address (other than known business mail, e.g. credit card companies)


How to handle


Stay calm


Do not try to open any suspicious envelope or package 


Do not shake or empty the contents


If you think the envelope or package contains a bomb, carefully put the package down, LEAVE the room, CLOSE the door and prevent others from entering. If the envelope contains suspicious substances, place the envelope or package in a plastic bag or some other container to prevent leakage


If you do not have a container, then cover the envelope/package with something (e.g., clothing, paper, trash can, etc.) and do not remove this cover. Close the doors and windows in the room and turn off any fans or air-conditioners.


LEAVE the room, CLOSE the door and prevent others from entering. Immediately WASH your hands with soap and water to prevent spreading any powder to your face. If water is not available, use an alcohol or baby-oil wipe.


If you are at HOME, report the incident to military police or local medical authorities. If you are at WORK, then notify your building security official or supervisor and report the incident to local medical authorities or MPs.


If you come into contact with a suspicious powder or substance, REMOVE heavily contaminated clothing as soon as possible and place in a plastic bag, or some other container that can be sealed. This clothing bag should be given to the emergency responders for proper handling. SHOWER with soap and water as soon as possible. Do not use bleach or other disinfectant on your skin. 


List all people who were in the room or area, especially those who had actual contact with the powder. Give this list to local health authorities so the proper instructions can be given for medical follow-up, and for further investigation. Be JUST as cautious of mail delivered through the host nation postal system as of mail received through the military postal system.


More information is available online at www.fbi.gov/pressrel/pressrel01/poster101201b.pdf.


Raising Streetwise Kids 


Would your child know what to do if... 


He or she got lost at a shopping mall or some other place? 


A nice-looking, friendly stranger offered him or her a ride home after school? 


A friend dared him or her to drink some beer, smoke a joint or take ecstasy pills? 


The babysitter or a neighbor wanted to play a secret game? 


A great thing about kids is their natural trust in people, especially in adults. It's sometimes hard for parents to teach children to balance this trust with caution. But kids today need to know common-sense rules that can help keep them safe - and build the self-confidence they need to handle emergencies. Explore McGruff and Scruff's educational games with your child at www.ncpc.org/Kids5-12.


Start with the Basics 


Make sure your children know their full name, address (city and state), and phone number with area code. 


Be sure kids know the local emergency number and how to use a public phone. Practice making emergency calls with a make-believe phone. 


Tell them never to accept rides or gifts from someone they and you don't know well. 


Teach children to go to a store clerk, security guard, or police officer for help if lost in a mall or store or on the street. 


Set a good example with your own actions - lock doors and windows and see who is there before opening the door. 


Take time to listen carefully to your children's fears and feelings about people or places that scare them or make them feel uneasy. Tell them to trust their instincts. 


See McGruff's tips for parents of young school-aged children at http://www.ncpc.org/Kids5-12. 





At School and Play 


Encourage your children to walk and play with friends, not alone. Tell them to avoid places that could be dangerous - vacant buildings, alleys, playgrounds or parks with broken equipment and litter. 


Teach children to settle arguments with words, not fists, and to walk away when others are arguing. Remind them that taunting and teasing can hurt friends and make enemies. 


Make sure your children are taking the safest routes to and from school, stores and friends' houses. Walk the routes together and point out places they could go for help. 


Encourage kids to be alert in the neighborhood and tell an adult - you, a teacher, a neighbor, a police officer - about anything they see that doesn't seem quite right. 


Check out the school's policies on absent children - are parents called when a child is absent? 


Check out daycare and after-school programs - look at certifications, staff qualifications, rules on parent permission for field trips, reputation in the community, parent participation and policies on parent visits. 


At Home Alone 


Leave a phone number where you can be reached. Post it by the phone, along with numbers for a neighbor and emergencies - police and fire departments, paramedics, and the poison control center. 


Have your child check in with you or a neighbor when he or she gets home. Agree on rules for having friends over and going to a friend’s house when no adult is home. 


Make sure your child knows how to use the window and door locks. 


Tell your child not to let anyone into the home without your permission, and never to let a caller at the door or on the phone know there's no adult home. Kids can always say their parents are busy and take a message. 


Work out an escape plan in case of fire or other emergencies. Rehearse it with your children. 



































Protecting Your Child Against Sexual Abuse 





Let your child know that he or she can tell you anything and that you'll be supportive. 


Teach your child that no one - not even a teacher or a close relative - has the right to touch him or her in a way that feels uncomfortable, and that it's okay to say no, get away, and tell a trusted adult. 


Don't force kids to kiss or hug or sit on a grown-up's lap if they don't want to. This gives them control and teaches them that they have the right to refuse. 


Always know where your child is and whom he or she is with. 


Tell your child to stay away from strangers who hang around playgrounds, public restrooms and schools. 


Be alert for changes in your child's behavior that could signal abuse such as sudden secretiveness, withdrawal from activities, refusal to go to school, unexplained hostility toward a favorite babysitter or relative, or increased anxiety. Some physical signs of abuse include bedwetting, loss of appetite, venereal disease, nightmares, and complaints of pain or irritation around the genitals. 


If your child has been sexually abused, report it to the police or a child protection agency immediately. 


If your child is a victim of any crime, from stolen lunch money to sexual abuse, don't blame him or her. Listen and offer sympathy.
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Safeguarding Your Family





A SNAP pamphlet on how to protect yourself against crime and terrorism
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